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Abstract: Objective Image steganography is a vital branch of information hiding technology, whose core objective is to
embed secret information into cover images for covert communication, and it holds great significance in fields such as mili-

tary communication and privacy protection. In recent years, robust image steganography methods based on encoder-
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decoder networks have achieved remarkable progress in balancing high capacity, strong robustness and favorable visual
quality through end-to-end training. However, existing methods mostly focus on global visual quality optimization while
lacking adaptive capacity for local spatial features, which leads to artifacts in smooth regions and detail loss in textured
regions. Meanwhile, constrained by the capability of error correction mechanisms, the performance of information recovery
under complex channel interference remains inadequate. To address these issues, this paper proposes a robust image steg-
anography with multi-adversarial guidance and hash-based error correction. Method First, on the basis of the TransStego
architecture, this scheme introduces a steganalyzer to jointly construct a multi-adversarial guidance mechanism together
with a discriminator. Through adversarial training, the encoder leverages the steganalyzer’s high sensitivity to smooth
regions, thereby adaptively embedding secret information into texture regions with low perceptual sensitivity. Meanwhile,
the discriminator ensures global visual fidelity, whereas the steganalyzer suppresses local statistical anomalies. The collab-
orative optimization of the two modules significantly reduces embedding artifacts and improves both the visual quality and
statistical invisibility of stego images. Second, in terms of error correction, a dual-level error correction mechanism based
on BCH codes and hash mapping is designed. At the sender side, the secret information is first preliminarily corrected
using BCH codes. If there remain uncorrectable errors beyond the capability of BCH codes, the error location information
is encoded into a robust hash sequence by means of a pre-synchronized hash generation model and a shared image data-
base. This hash sequence is transmitted together with the stego image after matching the corresponding natural image in the
database. In addition, to avoid hash collisions, an unambiguous hash mapping scheme is designed in this paper: the hash
generation model is employed to generate initial hash sequences for all images in the database and perform global ascending
sorting; for subsets of images with hash collisions, secondary ascending sorting is conducted based on average pixel values
to eliminate collisions, while the remaining images maintain their original order. All images are then integrated into a uni-
fied sequence, assigned consecutive unique IDs, and these IDs are mapped to binary sequences as the final hash codes. At
the receiver side, accurate positioning is achieved through hash values and average pixel values, and the secret information
is recovered by combining with BCH codes, thus realizing accurate information recovery in interference channels. Results
We evaluate the method in terms of imperceptibility, robustness, security, and ablation. For imperceptibility, it outper-
forms TransStego with a PSNR increase of 5.88%, an MS-SSIM improvement of 3.13%, and an LPIPS reduction of
31.25%. Under common non-geometric attacks including Gaussian blur, median filtering, JPEG compression, and image
scaling, the method achieves near-perfect secret extraction accuracy. Under challenging geometric attacks such as affine
transformation, rotation;, rotation cropping, and rotation scaling cropping, it maintains strong recovery despite pixel loss
and attains an average extraction accuracy of 79. 2%." This exceeds the performance of four representative baselines: Trans-
Stego at 52.97%, StegaStamp at 54.43%, RoSteALS at 47.32%, and FNNS-R at 49. 97%, yielding an average gain of
27. 78 percentage points. Notably, under the severe composite attack of 60-degree rotation followed by scaling and crop-
ping, the method improves extraction accuracy by 30. 88% over TransStego. In security evaluation against the advanced
steganalyzer UCNet, it achieves the lowest and most stable detection rate, outperforming PRIS, FNNS-R, and TransStego.
Ablation studies show that the two-stage error correction mechanism boosts robustness, while steganalytic guidance
enhances both imperceptibility and security. Their combination yields the highest extraction accuracy across diverse
attacks, with performance gains exceeding 30% in geometric scenarios. Conclusion This method achieves the synergistic
optimization of high visual fidelity and strong robustness under complex interferences through steganalysis-guided local
adaptive embedding and the BCH-hash dual-level error correction mechanism. It takes the steganalyzer as the embedding
guidance source to direct secret information to be preferentially embedded into anti-disturbance texture regions, and avoids
anomalies and reduces distortions via gradient feedback; the dual-level error correction mechanism improves information
extraction accuracy. Experiments demonstrate that this design significantly optimizes the visual quality and robustness of
stego images, providing a new paradigm for constructing practical and highly reliable robust image steganography systems.
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Fig. 1 Schematic diagram of robust image steganography under lossy processing on social network platforms
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Table 1 Results of visual quality comparison for different

models
; MS-SSIM

Ik Image Size - PSNR 1 ' LPIPS |
StegaStamp 400x400  27.183 0.934 0.131
FNNS-R 400x400  31.434 0.895 0.223
PRIS 224x224  30.681 0.952 0.114
RoSteALS 256x256 32429 0.931 0.087
TransStego 400x400 33.742 0.932 0.096
AR 400%400.  35.728 0.961 0.066
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Fig. 7 Comparison of visual effects chart ((a) original image; (b) StegaStamp; (c¢) FNNS-R; (d) PRIS;
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Fig. 8 Distortion effects of stego images under various noise attacks
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Fig. 9 Performance comparison of different models against geometric perturbations ((a) rotation; (b) cropping; (c¢) rotation-
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Table 2 Secret message extraction accuracy under various attacks

igj B TransStego StegaStamp RoSteALS FNNS-R if;

Red 98.13% 97.26% 99.64% 52.32% 99.88%

H A Green 98.13% 97.39% 99.46% 52.73% 99.82%
Blue 97.93% 97.31% 99.53% 52.24% 99.85%

1 98.35% 97.41% 99.76% 50.84% 99.97%

f’%g 2 97.67% 97.12% 99.76% 50.36% 99.69%
3 96.92% 96.96% 99.72% 50.28% 99.49%

50 97.97% 97.25% 99.69% 52.36% 99.80%

gg;’ 70 98.13% 97.44% 99.82% 52.47% 99.93%
90 98.36% 97.47% 99.89% 52.67% 99.94%

3%3 98.47% 97.89% 99.90% 51.10% 99.91%

;i 5%5 98.35% 97.91% 99.89% 50.48% 99.77%
X7 97.24% 97.78% 99.79% 50.30% 99.38%

0.01 93.14% 96.44% 99.91% 53.00% 97.45%

fj g 0.02 88.56% 94.36% 99.63% 53.30% 95.06%
0.05 79.44% 92.45% 97.94% 53.55% 90.41%

Rt AL g A 0.02 87.47% 86.76% 88.5% 49.99% 91.70%
ﬂf’; 1 98.39% 97.51% 99.76% 51.71% 99.82%
gf;i 0.1 79.34% 77.97% 51.09% 49.97% 85.70%
30° 47.44% 51.02% 49.79% 49.99% 92.14%

JEs 60° 47.94% 50.70% 46.42% 49.97% 83.92%
90° 50.44% 53.28% 47.98% 49.97% 80.30%

30° 51.52% 53.13% 42.48% 49.99% 73.10%

ek R8T 60° 50.49% 49.63% 43.60% 49.97% 67.94%
90° 50.23% 5521% 42.22% 49.97% 71.17%

30° 52.96% 53.92% 50.96% 49.97% 79.72%

TR 240 TR 0 60° 48.59% 51.09% 50.35% 49.97% 79.47%
90° 50.75% 48.39% 48.30% 49.97% 78.43%

0.5 98.36% 97.41% 99.76% 50.89% 99.87%

Y 1.5 98.41% 97.51% 99.75% 52.01% 99.92%
2 98.38% 97.50% 99.75% 52.00% 99.97%
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Table3 Robustness experiments of real social networks T AE SR R Se B T R B R R[S B v
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O JEE T 4 99.99% 100%
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BERE wmrm ovosw 007 B BT ST 0 24 0 P 1
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105 e AR B ERIAS ik . BRI IS BT aea A
B ——— 8 NG, B TR (R GE T AR IR B
N ] SR B 1 38 B L AR T T X DR 5 AL
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Fig. 10 Detection accuracy of different models with varying
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Table 4 Visual quality of stego images under different

training sample sizes

ablation configurations AT
i PSNR 1 MS-SSIM 1 LPIPS |
A 33.74183 0.93158 0.09607
B 33.74183 0.93158 0.09607
C 35.72847 0.96073 0.06687
D 35.72847 0.96073 0.06687
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PR NG
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Table 4 Secret message extraction accuracy of each ablation configuration under various channel attacks

kim0 A B C D Brdie iy S5 A B C D
Red 98.13% 99.66% 97.87% 99.88% Rt AL MR 0.02 87.47% 94.31% 80.25% 91.70%
A AL Green 98.13% 99.61% 97.88% 99.82% MR T/ 1 9839% 99.67% 98.53% 99.82%
Blue 97.93% 99.61% 98.05% 99.85% 1) 5 7 0.1 79.34% 85.69% 70.66% 85.70%
1 9835% 99.71% 98.50% 99.97% 30°  47.44% 69.57% 58.04% 92.14%
[ ki 2 97.67% 99.53% 97.29% 99.69% fieks 60° 47.94% 81.13% 54.25% 83.92%
3 96.92%  99.40% 96.14% 99.49% 90°  50.44% 79.39% 50.52% 80.30%
50  97.97% - 99.64% 97.36% 99.80% 30°  51.52% 75.69% 46.98% 73.10%
JPEGJEZE 70 98.13% 99.70% 98.17% 99.93% it 5 60° 50.49% T1.23% 41.97% 61.94%
90  98.36% 99.72% 98.48% 99.94% 90°  50.23% 73.46% 47.98% 71.17%
3x3  98.47% 99.66% 98.61% 99.91% 30°  52.96% 83.91% 46.22% 79.72%
HE S 5%5  98.35% 99.63% 98.22% 99.77% | WE¥-4EH-#k5Y  60°  48.59% 78.31% 49.80% 79.47%
X7 97.24% 99.44% 96.37% 99.38% 90°  50.75% 77.22% 49.07% 78.43%
0.01 93.14% 98.49% 88.54% 97.45% 0.5 98.36%  99.63% 98.48% 99.87%
TR 0.02  88.56%  96.87% 82.95% 95.06% DI 1.5 98.41% 99.70% 98.55% 99.92%
0.05 79.44% 92.61% 73.43% 90.41% 2 98.38% 99.73% 98.51% 99.97%
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